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ABSTRACT 
 

KHING ZAR WIN 
 

ELLIPTIC CURVES AND CRYPTOGRAPHY 
 

DECEMBER 2015 
 

The major goal of this thesis is to explore elliptic curves and elliptic curve 

cryptography (ECC). As a prerequisite for the thesis, topics from abstract algebra, such as 

groups, rings, and fields, are reviewed first. The points on elliptic curves can form groups 

over different types of fields and these groups are the spines of ECC. Thus, group laws 

for elliptic curves over different fields are discussed using a graphical approach and an 

algebraic approach. Before moving on to public-key cryptography and ECC, brief 

histories of elliptic curves, public-key cryptography, and ECC are presented. The discrete 

logarithm and Diffie-Hellman key exchange are introduced first since ECC heavily relies 

on the discrete logarithm. The thesis is concluded with two implementations of ECC: 

Bitcoin and smart cards.  
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CHAPTER I 

BACKGROUND 

It is very difficult to understand elliptic curve cryptography and its algorithm 

without understanding finite fields, one of many important concepts of abstract algebraic 

theory. Familiarity with some of the abstract algebra is a necessity in understanding of 

the structure of fields and the topic. Why are finite fields very important to elliptic curve 

cryptography? Cryptosystems need to carry out arithmetic operations without error and 

finite fields can deliver precise arithmetic. The starting point for understanding finite 

fields is the introduction of groups and rings.  

Groups 

A group (!,∘) is a non-empty set together with a binary operation, denoted with ∘ 

that satisfies the following properties:  

A1:  Closure: ∀!!, !! ∈ !,!! ∘ ! = !! ∈ ! 

A2:  Associativity:!∀!!, !, !! ∈ !,!! ∘ !(!! ∘ !) = (!! ∘ !) !∘ !! ∈ ! 

A3:  Identity: ∃! ∈ ! such that ! ∘ ! = ! ∘ ! = ! for ∀! ∈ !. ! is called the identity or          

neutral element.
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A4:  Inverse: For each !! ∈ !!, there exists an element –!! ∈ !! such that  

! ∘ !−!! = !−! ∘ !!! = !! 

A group with finite number of elements is called finite group and a group with 

infinite number of elements is called infinite group. The order or cardinality of a group !, 

|!|, is the number of elements in the group. The order of an element a of a group !, 

ord(!), is the smallest positive integer k with the property that !! = !! where i is the 

identity element of !. If!! does not exist, then !!has infinite order.  

Abelian Group 

An abelian group, also known as commutative group, is a special type of group 

with an additional property.  

A5: Commutativity:!∀!, ! ∈ !,! ∘ ! = ! ∘ !  

Table 1 shows an example of an abelian group ℤ!,+  

Table 1. 

Abelian Group (ℤ!,+) 

+  0  1  2  3  4  5  6  7  
0  0  1  2  3  4  5  6  7  
1  1  2  3  4  5  6  7  0  
2  2  3  4  5  6  7  0  1  
3  3  4  5  6  7  0  1  2  
4  4  5  6  7  0  1  2  3  
5  5  6  7  0  1  2  3  4  
6  6  7  0  1  2  3  4  5  
7  7  0  1  2  3  4  5  6  
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Groups that don’t satisfy the commutative axiom are called non-abelian groups or 

non- commutative groups.  

Cyclic Group  

A cyclic group is another special type of group where !! ∈ !! such that !! = ! ⟨!⟩, 

where ⟨!⟩ is a subgroup of ! and !!is a generator or primitive element of !.! is called a 

generator because every element of ! can be written as a power of !. 

Example: The group (ℤ!∗,⋅) is a cyclic group with generator a = 3.  

!! = !1  !! != !3! 

!! != !2 !! != !6! 

!! != !4! !! != !5! 

Thus 3 = ! ℤ!,⋅ . 

Rings 

A ring (!,+,⋅) is an abelian group under addition operation with a new operation 

that satisfies closure, associativity, and distributivity. (!,+,·) is a ring if it satisfies:  

B1: (!,+) is an abelian group. 

B2: Closure:!∀!, ! ∈ !,! · ! = ! ∈ !. 
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B3: Associativity: ∀!, !, !! ∈ !!,!!(!! · !!) != ! (!! · !!)!!. 

B4: Distributivity:!∀!, !, ! ∈ !,! ! + ! = ! · ! + ! · !!and (! + !)!! = ! · ! + ! · !. 

The following are the examples of rings: all integers, even integers, and all real 

numbers.  

Commutative Rings  

A commutative ring (abelian ring) is a special type of ring with an additional 

property under multiplication.  

B5: Commutativity:!∀!, ! ∈ !,! · ! = ! · !. 

Fields 

A field (!,+,·) is a non-zero commutative ring with two additional properties. 

C1: Multiplicative identity:!∃! ∈ !!such that ! ⋅ ! = ! ⋅ ! = ! for ∀! ∈ !.  

C2: Multiplicative inverse: For each ! ∈ !,∃!!! ∈ !!such that ! · !!! != !!! ! · ! = !.  

Below is the summary table showing addition and multiplication properties of a field.  
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Table 2 

Field Properties 

Name  Addition  Multiplication  

Closure  ! + ! = ! ∈ !  !"! = !!! ∈ !!  
Associativity  (!!+ !!) !+ !!! = !!!+ !(!!+ !!)! (!!)!! = !!(!")  
Commutativity  ! + ! = ! + !  !"! = !!"! 
Distributivity  !(!!+ !!) != !!"! = !!"! (!!+ !!)!! = !!"!+ !!"  
Identity  ! + 0 = 0+ ! = !  ! ⋅ !! = !! ⋅ !! = !!  
Inverse  !!+ !(−!) != ! (−!) !+ !!! = !0! ! ⋅ !!! !!= !!! ⋅ !! = !!  
 

Table 3 is an example of a field.  

Table 3 

ℤ! 

x  0  1  2  3  4  5  6  

0  0  0  0  0  0  0  0  
1  0  1  2  3  4  5  6  

2  0  2  4  6  1  3  5  

3  0  3  6  2  5  1  4  

4  0  4  1  5  2  6  3  

5  0  5  3  1  6  4  2  

6  0  6  5  4  3  2  1  
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In this paper, elliptic curve will be presented over two different finite fields: prime 

field and binary field.  

Galois Fields  

A Galois field !, also known as a finite field, is a set with a finite number of 

elements. |!|!denotes the order or cardinality of a field ! . Finite field exists only when 

the order of the field is prime or power of a prime !!!where ! is a prime integer and !!is 

a positive integer (Paar & Pelzl, 2010). ! is called the characteristic of a field. For 

example, there are finite fields having 28 = 256 elements or with 37 = 2187 elements.  

Prime Fields  

A prime field !! is a finite field of order ! with addition and multiplication 

performed modulo !, where ! is a prime integer. 

Table 4 is an example of a prime field.  
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Table 4 

!3! = {0,1,2}!        

                                    

Binary Fields  

A binary field !!! is a finite field of order 2! where the elements of the field are 

represented as polynomials with coefficient in !! != ! {0, 1} of degree at most !!− !1. 

Addition is performed modulo 2 and multiplication is performed modulo the reduction 

polynomial, which is an irreducible binary polynomial of degree m.  

!!! != ! {!!!!!! + !!!!!!!!! +⋯+ !!!! + !!!! + !!}!"

For example: !!! There are exactly 23 = 8 binary polynomial of degree at most 2.  
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!!! =!{0, 1, !, ! + 1, !!, !! + 1, !! + !, !! + ! + 1} 

Addition: The sum of two elements from !!!  

(!! + ! + 1)+ (! + 1) mod 2 = !! mod 2 

(!! !+ 1)+ ! mod 2 = !! !+ ! + 1 mod 2  

Multiplication: The multiplication of two elements from !!! with reduction polynomial 

! ! = !! + ! + 1 

!! + ! + 1 ! + 1 = !! !+ 1!and 

(!! + 1) mod (!! + ! + 1) != !! ∈ !!! "

Inversion: Inversion of an element is defined as !!! ! · !!(!) != !1 mod !(!). 

(!! + ! + 1)!! = !! since (!! + ! + 1)(!!) mod (!! !+ ! + 1) = 1 
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CHAPTER II 

ELLIPTIC CURVE 

An elliptic curve E over real numbers is the set of solution to an equation of the 

form:  

!:!!! + !!!!" + !!!!" = !!!!! + !!!!! + !!!! + !!! 

where !,!,!!,!!,!!,!!,!!,!! ∈ !ℝ (Rodal, 2004). The form is called Weierstrass 

equation, named after a mathematician who studied them in the 19th century (Hoffstein, 

Pipher, & Silverman, 2008). The equation can be simplified into the form:  

! ∶ !!! = !!! + !!"!+ !!!"

where !,!,!, !! ∈ !ℝ (Rodal, 2004).
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Figure 1 shows two examples of elliptic curves.  

                          

(a) !! = !!! − ! + 1                       (b) !! = !!! − 2! + 1! 

Figure 1: Elliptic curves  

Both of the above elliptic curves are non-singular. To be qualified as an elliptic 

curve, the curve has to be smooth and non-singular, which means the curve has no self-

intersection or vertices (Paar & Pelzl, 2010). Geometrically, every point on the curve has 

a tangent line. Mathematically, the discriminant of the curve is non-zero. Thus 

−16!(4!! !+ !27!!) !≠ !0 (Paar & Pelzl, 2010). Non-smooth curves are called singular 

curves and in cryptography, singular curves are avoided since they are easy to crack (Paar 

& Pelzl, 2010).  
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History of Elliptic Curve 

The history of elliptic curve started around 300 BCE with the Greek 

mathematician Euclid of Alexandria. Then around 212 BCE Archimedes continued to 

develop the work of Euclid. It was Diophantus who made a breakthrough around 270 CE 

with cubic curve (Hewitt, 2005). One clarification must be made about elliptic curves. 

Elliptic curves look nothing like ellipses. So why is the name of this well-studied curve 

elliptic curve? It all started in the 1700s when Englishman Wallis tried to find the arc-

length of an ellipse (Hewitt, 2005). It required integration of an equation of an ellipse and 

after parameterization and substitution of this elliptic equation, it is transformed into an 

elliptic curve. Hence, the name (Hewitt, 2005). 
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CHAPTER III 

GROUP LAW FOR ELLIPTIC CURVE OVER ℝ 

The points on the elliptic curve over ℝ!can be added in two different methods: 

graphical method or algebraic method. The graphical method helps clarify the actual 

process of adding points on elliptic curve and understand the construction of the algebraic 

formulas for adding points. However, the graphical method itself is not an efficient and 

practical method to use. The algebraic method is more efficient and serves as a 

constructive approach to adding points on elliptic curve (Rodal, 2004).  

The points of a non-singular elliptic curve with an added point at infinity!!, under 

binary operation, +, can transform into an abelian group (Hoffstein, Pipher, & Silverman, 

2008). “+” does not mean a regualur addition operation. Addition in this context means 

adding two points !,!! ∈ !! will give a third point !! ∈ !!. A point at infinity ! is 

defined as a neutral or an identity element and located towards positive infinity or 

negative infinity along the y-axis. 

 (!,+) has the following properties.  

D1: Closure: ∀!!,! ∈ !,! + ! = ! ∈ !  

D2: Identity: ∀!! ∈ !,!!+ !!! = !!!+ !!! = !!
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D3: Inverse: ∀! ∈ !,! + −! = ! 

D4: Associativity: ∀!,!,! ∈ !, ! + ! + ! = ! + ! + !  

D5: Commutativity: ∀!,! ∈ !,! + ! = ! + ! 

Thus, (!,+) is an abelian group.  

Adding !!+ ! where ! ≠ ! 

Graphical Approach  

There are two cases when adding two distinct points ! and !. First case occurs 

when the line intersects the curve. Second case occurs when the line !" doesn’t intersect 

the curve. 
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Figure 2: Point addition with an intersection 

Any two distinct points, ! and !, on an elliptic curve can be added by drawing a 

straight line through the two points. The line will intersect at exactly one point, !. The 

reflection point, −!, of ! with respect to the x-axis is the sum of ! and !, !!+ !!! =

!−!!(Rodal, 2004)�. 
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Figure 3: Point addition without an intersection 

In Figure 3, we present another case where ! and ! are mirror images of each 

other. The line through ! and ! is a vertical line, which is parallel to the y-axis. Thus, 

their sum is the point at infinity. !!+ !!! = !!. Thus, !! = !−!. ! can also be written as 

−! since ! is the mirror image of ! . Then, !!+ !(−!) != !!!(Rodal, 2004)�.  

Algebraic Approach  

Let ! = !! ,!! ,! = !! ,!! ,! = !! ,!! !and −! = (!!! ,!!!).  

The equation of the line passing through point ! and ! is  
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! = !" + ! where ! = ! !!!!!!!!!!!
! 

The equation of the elliptic curve is  

!! = !! + !" + ! 

The equation of the intersection of the line and the elliptic curve is  

(!"!+ !!)!
!
= !! !

!
+ !!"!+ !!!"

!!!!
!
+ !2!"#!+ !!!

!
= !!! + !!"!+ !!!"

!!
!
− !!!!!

!
+ !!"!− !2!"#!+ !!!− !!!

!
= !0!"

!!
!
− !!!!

!
+ !(!!− !2!")!!!+ !(!!− !!) != !0!"

By Vieta’s formula, when the equation is a monic polynomial, the negative of the 

coefficient of the second highest power is equal to the sum of the roots of the polynomial. 

The equation of the intersection between a line and an elliptic curve has at most 3 roots: 

!!!, !! , !! from point P, Q, and R and the negative of the coefficient of the second 

highest power is −!(−!!) != !!!. Thus,  

!! = !!! + !!! + !!! 

!! = !! − !! − !! 
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!! = !!! + !, substitute for β from the equation !! != !!!! + !!  

 =!!! !+ !(!! − !!!)  

 =!!(!! − !!) !+ !!!  

Thus, the third point, (!! ,!! ), of the intersection between line PQ and elliptic curve is  

!! != !! − !! − !! "

!! != !(!! !– !!) !+ !!"

Point P + Q is the reflection of R, which means that the point P + Q is the negative y- 

coordinate of the point R. Thus,  

!!!! = !!!! − !! − !! 

!!!! = !−! !! − !!! − !!! = ! !! − !! − !!! (Rodal, 2004) 
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Doubling Point 

Graphical Approach  

Just like adding two distinct points, doubling point P also has two cases. The first 

case occurs when the tangent line at point P intersects the curve. The second case occurs 

when the tangent line doesn’t intersect the curve.  

 

Figure 4: Doubling point with an intersection 

Any distinct point, P, on an elliptic curve can be doubled by drawing a tangent at 

the point P. The line will intersect at exactly one point, R. The reflection point, −R, of the 

R respect to x-axis is the doubling point of P, −R = P + P = 2P (Rodal, 2004).  
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Figure 5: Doubling point without an intersection 

This is a similar case as the point addition without an intersection. This is the case 

where the point is added to its additive inverse, which is the point itself. The tangent at P 

is a vertical line that is parallel to y-axis. Thus, the sum is the point at infinity.             

!!+ !!! = !! (Rodal, 2004) 

Algebraic Approach  

Let !! = ! (!! ,!!),!! = ! (!! ,!!),!! = ! (!! ,!!) and –!! = ! (!!! ,!!!). 

The equation of the elliptic curve is !! = !! + !" + ! 
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The slope of the tangent line can be found by differentiating the equation of the elliptic 

curve.  

2!!!"! = !3!!!"!+ !!!!"!"

!"
!" =

3!! + !!
2! ! 

Thus, ! = !!!!!!!
!!!

!. 

The doubling of a point is algebraically very similar to the adding of two distinct 

points.  

The equation !"!+ !! ! != !!! + !!"!+ !! has at most three roots, and two of 

the roots must merge into the point !!. Thus,  

!! = !! + !! + !! 

!! = !! − 2!! 

!! = !!! + ! 

 = !!! + !! − !!!  

 = ! !! − !! + !! 
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Similar to the addition of two distinct points, the y-coordinate of the intersection 

of the tangent and the curve is the reflection of the y-axis of 2P. Thus,  

!!! = !! − 2!!! 

!!! = !−! !! − !! − !!! = ! !! − !! − !! (Rodal, 2004) 

Repeated Addition of Point P 

The following is an example of repeated addition of point P. This is the main 

important concept behind elliptic curve cryptography.  

 

Figure 6: Repeated addition of P 
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CHAPTER IV 

GROUP LAW FOR ELLIPTIC CURVE OVER !! 

In the previous chapter, the group law for elliptic curve is defined over real 

numbers. However, elliptic curves over real numbers cannot be use in cryptography due 

to round-off errors and slow computation. Cryptography demands error-free, accurate, 

and fast arithmetic (Rodal, 2004). To solve this problem, elliptic curves are defined over 

two finite fields: prime field (!!) and binary field (!!!). The latter will be discussed in 

the next chapter.  

Unlike elliptic curves over real numbers, elliptic curves over finite fields will not 

connect to form smooth curves. They will be discrete points satisfying the following 

conditions.  

! !! !={(x, y): x, y�!!, !!!(mod P) = !! + !!"!+ !! (mod P) where a, b�!!, P > 3 

and 4!!
!
+ 27!! ≠ 0 (mod P)} ∪ {!} (Hoffstein, Pipher, & Silverman, 2008) 

The elements of !! are the integers from 0 to P − 1. The following two graphs compare 

an elliptic curve over real numbers to the same elliptic curve over prime field.
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(a) !! = !!! + !! over ℝ!   ! !!! = !!! + !! over !!" Courtesy of  
https://www.certicom.com/index.php/31-example- 
of-an-elliptic-curve-group-over-fp 

Figure 7: Comparison of elliptic curve over ℝ!and !! 

The elliptic curve over prime field looks nothing like a curve. Even though the 

points seem to be randomly spread out, symmetry of the graph still exists. Just as the 

graph over real numbers, the negative point of a point (!! ,!!) is the reflection point with 

respect to x-axis (!! ,−!! mod P). 

Graphical approach is no longer available to illustrate the group operation over 

finite fields. However, the algebraic expressions derived in the previous chapter can be 

adapted to perform group operations over prime fields. The algebraic expressions are  
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made up of only the four basic algebraic operations, and these operations can be used 

over any field, not just over the real field.  

Adding !!+ !! where ! ≠ ! 

The computation of the third point over !!!is very identical to that of 

over!ℝ!except all computations are done in modulo P.  

Let !! = (!! ,!!) and ! = (!! ,!!).  

! = ! !!!!!!!!!!
 (mod P) 

!!!! = !! − !! − !! (mod P) 

!!!! = ! !! − !! − !!! (mod P) (Rodal, 2004) 

Doubling Point 

There are two cases for doubling a point (!! ,!!). The first case is when !! =

0!(mod P) then the result is P = −P while the second case is when !! ≠ 0!(mod P) then  

λ = !!!
!!!!

!!!
 (mod P)  

!!! = !! − 2!! (mod P) 

!!! = ! !! − !! − !!! (mod P) (Rodal, 2004) 
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 Table 5 

Point Addition Table for !:!! = !! + 3! + 8 over !!" 

+  ! (1,5)  (1,8)  (2,3)  (2,10)  (9,6)  (9,7)  (12,2)  (12,11)  

!  !  (1,5)  (1,8)  (2,3)  (2,10)  (9,6)  (9,7)  (12,2)  (12,11)  

(1,5)  (1,5)  (2,10)  ! (1,8)  (9,7)  (2,3)  (12,2)  (12, 

11)  

(9,6)  

(1,8)  (1,8)  !  (2,3)  (9,6)  (1,5)  (12,11)  (2,10)  (9,7)  (12,2)  

(2,3)  (2,3)  (1,8)  (9,6)  (12,11)  !  (12,2)  (1,5)  (2,10)  (9,7)  

(2,10)  (2,10)  (9,7)  (1,5)  !  (12,2)  (1,8)  (12,11)  (9,6)  (2,3)  

(9,6)  (9,6)  (2,3)  (12,11)  (12,2)  (1,8)  (9,7)  !  (1,5)  (2,10)  

(9,7)  (9,7)  (12,2)  (2,10)  (1,5)  (12, 

11)  

!  (9,6)  (2,3)  (1,8)  

(12,2)  (12,2)  (12,11)  (9,7)  (2,10)  (9,6)  (1,5)  (2,3)  (1,8)  !  

(12,11)  (12,11)  (9,6)  (12,2)  (9,7)  (2,3)  (2,10)  (1,8)  ! (1,5)  

 

Note. Adapted from An Introduction to Mathematical Cryptography, p. 289, by J. 

Hoffstein, J. Pipher, J. H. Silverman, 2008, New York: Springer.    
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CHAPTER V 

GROUP LAW FOR ELLITPIC CURVE OVER !!! 

The elliptic curve over binary field !!! is defined as  

! !!! !={(x, y): x, y�!!!, !!!+ xy = !! + !!"!+ !! where a, b�!!! and ! ≠ 0} ∪ 

{!}  

The equation of the elliptic curve changes from !!!= !! + !!"!+ !! for the reason 

that the characteristic of the underlying finite field !!! is 2. Also, the negative point of a 

point (!! ,!!) becomes (!! , !! + !!!). There is a constraint on b, ! ≠ !0 because the 

discriminant becomes 0 when !! = !0. The curve becomes singular when its discriminant 

is 0.  

Adding P + Q where ! ≠ ! 

Let ! = !! ,!! ,! = !! ,!! ,! = !! ,!! !and −! = (!! , !!! + !!!).  

The equation of the line passing through point ! and ! is  

! = !" + ! where ! = ! !!!!!!!!!!!
! 

The equation of the elliptic curve is
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!! + !" = !! + !!! + ! 

The equation of the intersection of the line and the elliptic curve is  

(!"!+ !!)!
!
+ ! !" + ! = !! !

!
+ !!!! !+ !!!"

!!!!
!
+ !2!"#!+ !!! + !!! + !" = !!! + !!!! !+ !!!"

!! + ! − !! − ! !! + −2!" − ! ! + ! − !! = !0"

By Vieta’s formula, when the equation is a monic polynomial, the negative of the 

co-efficient of the second highest power is equal to the sum of the roots of the 

polynomial. The equation of the intersection between a line and an elliptic curve has at 

most 3 roots: : !!!, !! , !! from point P, Q, and R and the negative of the coefficient of the 

second highest power is −! ! − !! − ! = −! + !! + !. Thus,  

!! + ! − ! = !!! + !!! + !!! 

!! = !! + ! − ! − !! − !! 

!! = !!! + !, substitute for β from the equation !! != !!!! + !!  

 =!!! !+ !(!! − !!!)  

 =!!(!! − !!) !+ !!!  



!
!
28!

Point P + Q is the reflection of R, which means that the point P + Q is –! = (!! , !! +

!!). Thus,  

!!!! = !! = !!!! + ! − ! − !! − !! 

!!!! = !!! + !! = !!!! + ! !!!! − !! + !! 

= ! !!!! − !! + !!!! + !! (Rodal, 2004) 

Doubling Point 

Let !! = ! (!! ,!!),!! = ! (!! ,!!),!! = ! (!! ,!!) and –!! = ! (!! , !! + !!). 

The equation of the elliptic curve is 

!! + !" = !! + !!! + !  

The slope of the tangent line can be found by differentiating the equation of the elliptic 

curve.  

2!!!" + !!!" + !!!"! = !3!!!"!+ !2!"!!"! 

!"! 2! + ! = 3!! + 2!" − ! !!" 

!"
!" =

3!! + 2!" − !
2! + !  

The coefficients are taken modulo 2, therefore 
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! = !! − !
! = ! − !! 

The doubling of a point is algebraically very similar to the adding of two distinct 

points.  

The equation !"!+ !! ! + ! !" + ! = !!! + !!!! !+ !! has at most three roots, 

and two of the roots must merge into the point !!. Thus,  

!! + ! − ! = !! + !! + !! 

!! + ! − ! = 2!! + !! 

!! = !! − 2!! 

!! = !!! + ! 

= !!! + !! − !!!  

= ! !! − !! + !!  

 Similar to the addition of two distinct points, the point 2R is the reflection of R, 

which means the point 2R is −! = (!! , !! + !!) 

!!! = !! = !! − ! − ! 
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!!! = !!! + !! = !! + ! !! − !! + !! 

 = !! + ! !! + !! + !! 

 = !! + !! − !!
!!

!! + !! + !! 

 = !! + !!!! + !!! − !!!!
!!

− !! + !! 

 = !!! + !! − !!
!!
+ 1 !! 

 = !!! + ! + 1 !! (Rodal, 2004)
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CHAPTER VI 

PUBLIC-KEY CRYPTOGRAPHY 

The understanding of public-key cryptography is a necessity for understanding 

elliptic curve cryptography (ECC) since ECC uses public-key algorithms. Public-key is 

also known as asymmetric cryptography. Unlike symmetric cryptography that requires 

only one secret key for both encryption and decryption, asymmetric cryptography 

requires two different keys: a public-key for encryption and a private-key for decryption.  

Imagine a scenario where Alice wants to send a private message to Bob but there 

is Eve who is always trying to intercept the message. Alice builds a safe with a narrow 

slot on top and places the safe in a public location. Anyone can write and put messages 

into the box but only the person with the key can access the messages. In this case only 

Alice alone can retrieve and read the messages. Now Bob can write a message and slips it 

through the slot anytime and as many time as he wants and Alice will get the messages 

securely and safely without any interference from Eve. In this case, Alice safe is the 

public-key and the key to the safe is a private key. The act of putting in the messages in 

the safe represents the encryption algorithm and the act of opening the safe with the key 

represents the decryption algorithm (Hoffstein, Pipher, & Silverman, 2008).  

Public-key cryptography is based on one-way trapdoor functions. One-way 

functions are functions that are easy to calculate via forward operation but difficult to 
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calculate in the reverse operation (Kenekayoro, 2011). Functions are considered easy if 

they can be computed in polynomial-time and hard if they cannot be computed in 

polynomial-time (Kenekayoro, 2011). Trapdoor is a piece of information that will help 

calculate the reverse operation easily (Kenekayoro, 2011). Be advised that there is still no 

proof that one-way function exists. All of the functions used in cryptography are assumed 

to have easy forward calculations and difficult reverse calculations.  

History of Public-key Cryptography and ECC 

Until 1970s, the only cryptography known to human was the symmetric-key 

cryptography. It was Dr. Ralph Merkle, one of the very few who got the first innovative 

idea of public-key cryptography. During his undergraduate Fall semester of 1974 at 

Berkeley, he decided to do a problem of cryptography as his quarter project. His project 

dealt with the security in compromised system. Like many other new ideas, his ideas did 

not get much attention and support in the beginning. One day, he met Whit Diffie and 

Martin Hellman who gave his ideas a proper introduction to the world of cryptography 

(Certicom, 2004a).  

In 1976, Diffie and Hellman published a paper on public-key cryptography 

entitled “New Directions in Cryptography”, which introduced the concept of public-key 

cryptography system to other scholars (Certicom, 2004a). In 1982, Merkle published 

Secure Communication over Insecure Channels (Hoffstein, Pipher, & Silverman, 2008). 
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Then in 1977, Ronald Rivest, Adi Shamir, and Leonard Adleman (RSA) proposed key 

transport and digital signing schemes as asymmetric cryptographic schemes (Certicom, 

2004a). The course of cryptography was changed when Dr. Victor Miller and Dr. Neal 

Kobliz introduced ECC in 1985 (Certicom, 2004a).  

Cryptographic Primitives and Information Security 

All cryptosystems need to fulfill the following aspects of information security. 

Confidentiality - Only Bob can read the message sent by Alice. 

Integrity - Bob knows that the message has not been changed in anyway.  

Authenticity - Bob knows that the message he just received is truly from Alice.  

Non-repudiation - Alice cannot deny that the message Bob receives is from her. 

(Mahalanobis, 2005) 

In order to secure the above aspects of information security, the following 

cryptography primitives are included in cryptographic protocols: encryption, decryption, 

signing, signature verification, and key negotiation and exchange (Certicom, 2004c). 
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CHAPTER VII 

DISCRETE LOGARITHM AND DIFFIE-HELLMAN KEY EXCHANGE 

Discrete logarithmic problem (DLP) has become an important component of 

cryptography when Diffie and Hellman proposed the problem as a one-way function in 

their paper in 1976 (Certicom, 2004a). DLP has wide applications in the field of 

cryptography, including Diffie-Hellman key exchange, elliptic curve cryptography, and 

ElGamal scheme. Elliptic curve cryptography is evolved from Diffie-Hellman and uses 

DLP as its one-way function. Thus, an understanding of DLP is fundamental to 

understanding the cryptographic schemes that are presented in this paper.  

Discrete Logarithm 

Let G be a finite cyclic group of order n with group operation ∘. Let ! be a 

primitive element !! ∈ !! and ! be a non-zero element !! ∈ !!. Then the discrete 

logarithm problem is to find x where 1! ≤ !!! ≤ !! such that  

!! = ! ∘ ! ∘. . .∘ ! = ! (mod !) 

The integer x is called discrete logarithm of y to the base !!and can be written as  

!! = log! !!(mod !)
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Sometimes the discrete log is also known as index and is denoted by!!"!!(!) (Hoffstein, 

Pipher, & Silverman, 2008). 

For example, let ! = {ℤ!∗,⋅}, !! = !3 and y = 4. Find the positive integer x such 

that 3! = 4 mod 7. The answer is 4. It becomes difficult when the numbers are very 

large. This is the reason why DLP is an excellent one-way function since it is easy to 

compute y but hard to find x.  

Diffie-Hellman Key Exchange 

The Diffie-Hellman key exchange (DHKE) algorithm solves the problem of 

exchanging secret key of symmetric cryptography by using the DLP. In this protocol the 

two parties, Alice and Bob, want to establish a secret key using insecure channel, which 

means Eve also has access to all the information that they exchange.  

First Alice and Bob have to choose and agree on a cyclic group (ℤ!∗,⋅) with a 

large ! and a generator ! (mod !). They made p and a generator ! (mod !) public. Next, 

Alice picks a secret random integer ! and compute !! ≡ !!! (mod !). Also, Bob picks a 

secret random integer b and compute !! ≡ !!! (mod !). Then Alice and Bob exchange 

the values ! and !. Alice obtains the value ! from Bob and Bob obtains the value ! 

from Alice. Keep in mind that Eve has access to all the information that is exchanged 

between Alice and Bob. Now they can compute the shared key by using their secret 

integers.  Alice: !! ≡ !! ! (mod !) ≡ !!" (mod !) ≡ !! ! (mod !) ≡ !! :Bob  
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Thus, Alice and Bob have completed their key-exchange and the key can now be 

used as encryption key for sending messages across any communication channel 

(Mahalanobis, 2005).  

Even though Eve has obtained the values of !,! (mod !), !, and !, it is almost 

impossible for Eve to obtain the key !!"!(mod !). Computing !!"!(mod !) from the 

known values !,! (mod !), !, and ! is known as Diffie-Hellman problem (DHP). Below 

is an example of a simple implementation of the DHKE.  

Step 1: Alice and Bob agree on the cyclic group (ℤ!"∗,⋅) with ! = 23 and ! = 5.  

Step 2: Alice picks a secret random number !! = !4 and then sends Bob the value  

! ≡ 5! (mod 23) ≡ 4.  

Step 3: Bob picks a secret random number !! = !11 and then sends Alice the value 

! ≡ 5!! (mod 23) !≡ 22.  

Step 4: Alice and Bob compute their shared key  

Alice: 22! (mod 23) ≡ !1 ≡ 4!!(mod 23) : Bob 

The numbers used in the above example are much too small to give Alice and 

Bob any real security. Alice and Bob would need to choose p whose is about 1000 bits 

(!! ≈ !2!""") and !! = ! !! whose order is prime (Hoffstein, Pipher, & Silverman, 2008). 
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CHAPTER VIII 

ELLIPTIC CURVE CRYPTOGRAPHY 

Elliptic curve cryptography (ECC) is relatively new when compared to other 

asymmetric cryptosystems such as RSA and ElGamal. However ECC has attracted more 

and more attention in cryptography due to its ability to be more efficient than other 

cryptosystems. ECC requires smaller key size, which means greater security for a given 

key size and faster cryptographic operations. ECC demands less storage, power, memory, 

and bandwidth than other systems. Thus, ECC has more advantages in constrained 

devices such as hand-held computers, wireless devices, smart cards, and thin-clients 

(Certicom, 2004b).  

The decision on which Galois field to use depends on the application of the curve 

that is going to be implemented. Prime curves are best for software applications and 

binary curves are best for hardware applications (Hankerson, Menezes, & Vanstone, 

2004). Table 6 below shows the National Institute of Standards and Technology (NIST) 

guidelines for public-key sizes with equivalent security levels
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Table 6 

NIST Recommended Key Size in Bits 

 

 

 

 

 

Elliptic Curve Discrete Logarithm Problem 

ECC is an evolution of the Diffie-Hellman. Just as DHKE, the security of ECC 

depends on the hardness of the Elliptic Curve Discrete Logarithm Problem (ECDLP) 

(Dams, 2012).  

Let ! be elliptic curve over finite field !!. Let ! be a primitive point !! ∈ !!!(!!), 

! be another element !! ∈ !!!(!!) and #!!(!!) be the number of points on the curve. 

Then ECDLP is to find the integer !, where 1 ≤ ! ≤ #!!(!!),!such that  

! = ! + !+. . .+!! = !!" (Paar & Pelzl, 2010).  

The above equation shows that the main operation involved in ECC is point 

Security  DH  

 

RSA  

 

ECC  

 
80  1024  1024  160  

112  2048  2048  224  

128  3072  3072  256  

192  7680  7680  384  

256  15360  15360  512  
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multiplication of a primitive point !!(!! ,!!) on the curve, which is multiplied with a 

scalar ! to obtain another point !!(!! ,!!) on the curve. Please note that unlike DLP in 

(ℤ!∗,⋅), where both keys are integers, the keys in !!(!!) are points on the curve. Thus, the 

integer ! cannot be directly multiplied with the point!!. However, !" is just another 

notation for repeated addition of point !, !!number of times. Hence, point multiplication 

uses the group operations of elliptic curve: point addition and point doubling. The 

following is an example for an ECDLP (Paar & Pelzl, 2010).  

Consider !:!! !≡ !! + 2! + 2 mod 17 with the order #! = 19!and the primitive 

element !! = ! (5,1)!(Paar!&!Pelzl, 2010)�. 

• 2P =(5,1)+(5,1)=(6,3)      

• 3P = 2P + P = (10, 6) 

• 4P = (3, 1) 

• 5P = (9, 16)  

• 6P = (16, 13)  

• 7P = (0, 6) 

• 8P = (13, 7)  

• 9P = (7, 6)  

• 10P = (7, 11) 

• 11P = (13, 10)  

• 12P = (0, 11)  

• 13P = (16, 4)  

• 14P = (9, 1)  

• 15P = (3, 16)  

• 16P = (10, 11)  

• 17P = (6, 14)  

• 18P = (5, 16)  

• 19P = !  
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Find ! when ! = (6,14) and !! = (5,1) such that ! = !"?  

!"! = ! 6, 14  

From the above table 17!! = ! 6, 14 . 

Thus, !! = !17 (Paar & Pelzl, 2010).  

One of the famous methods for computing !"!is called “Double and Add” 

algorithm. If !! = !47, then  

!!! = 47!! = 2(2(2(2(2!)+ !)+ !)+ !)+ ! (Dams, 2012) 

To interpret ECDLP geometrically, consider an elliptic curve over ℝ. Pick a point 

! on the curve and compute !! = !!" by bouncing back and forth on the elliptic curve!! 

times. Eve, the attacker, has to figure out how many times ! was “bouncing” on the 

elliptic curve (Paar & Pelzl, 2010).  

Elliptic Curve Diffie-Hellman 

Elliptic curve Diffie-Hellman key exchange (ECDH) is a complete analogy to 

Diffie-Hellman key exchange that is presented in section 7.1. The main difference is that 

DHKE uses a finite field !!!and ECDH uses an elliptic curve over finite field !!(!!).  

First Alice and Bob have to choose and agree on a elliptic curve !!(!!) with a 
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large ! and a primitive point !! ∈ !!! !! .!They made ! and ! public. Next, Alice picks a 

secret random integer !!!and compute !! = !!!. Also, Bob picks a secret random 

integer !! !and compute !! = !!!. Then Alice and Bob exchange the values !!!and!!!. 

Alice obtains the value !! !from Bob and Bob obtains the value !!!from Alice. Now, 

they can compute the shared key by using their secret integers.   

Alice: !!!! = !! !!! = !!!! ! = !! !!! = !!!! :Bob 

Note that the above equation is possible because ! !! is an abelian group and 

point addition is associative. Also note that private keys !!!and !! !are two large integers, 

whereas public keys !!!and !! !generated by the private keys are points on the curve. 

Public keys are generated by point multiplication. Below is an example of a simple 

implementation of the ECDH.  

Step 1: Alice and Bob agree on the elliptic curve !:!! = !! + 2! + 2 mod 17 with 

!! = ! (5, 1).  

Step 2: Alice picks a secret random number !! = 3!and then sends Bob the point 

!! != !3!! = ! (10,6).  

Step 3: Bob picks a secret random number !! = 10!and then sends Alice the point 

!! = !10!! = ! (7, 11).  
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Step 4: Alice and Bob compute their shared key  

Alice: !!!! = !3(7, 11) != ! (13, 10)  

Bob:!!!!! = 10 10, 6 = (13, 10) (Paar & Pelzl, 2010)
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CHAPTER IX 

CONCLUSION 

Elliptic curve cryptography and its applications are becoming more popular due to 

its advantages over other public-key cryptographic systems, especially in devices where 

space is constrained. This thesis briefly covered two of the popular implementations of 

ECC.  

Bitcoins: “A cryptocurrency Bitcoin is a purely peer-to-peer version of electronic cash 

would allow online payments to be sent directly from one party to another without going 

through a financial institution.” (Bos, Halderman, Heninger, Moore, Naehrig, & 

Wustrow) 

Smart cards: A smart card is a plastic card with a single embedded chip that contains 

microprocessor components. Smart cards are now used everywhere for IDs, credit cards, 

e-tickets, and passports. The security system of smart card is based on elliptic curve 

cryptography and is one of the most famous implementations of ECC over a Galois field 

(Ahmad).  
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The future of ECC looks very promising. With much research being conducted in 

the areas of ECC, there is no doubt there will be more areas for implementation of ECC 

in the near future. 
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