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ABSTRACT 

MELANIE ZILLES 

ONLINE SOCIAL NETWORKS IN GERMANY: 
PRIVACY BEHAVIOR AND CONCERN 

 

DECEMBER 2011 

The thesis is in two parts. The first part presents a conceptual model that attempts 

to delineate the links between the company (hereinafter also ‘social network provider’, 

‘organization’ or ‘website’) and consumer (hereinafter also  ‘user’, ‘social network user’, or 

‘member’)  characteristics and how these links in turn influence the use and adoption of 

privacy protection strategies. The primary objective of the model is to explain consumers’ 

privacy behaviors while using social networking websites. Privacy behaviors refer to how 

consumers control their personal information. A combination of organization and consumer 

characteristics work together to determine the level of privacy features offered. These 

features are then made available to the consumer. The extent of consumer use of the 

offered privacy features will be determined by consumer characteristics. 

The second part of the thesis describes the results of an empirical study. The study 

examines privacy behavior regarding online social networks in Germany. A sample of 

German residents was used to investigate the relationships between trust, security, 

technology, and privacy behavior. The results did not show any significant predictions of 

privacy behavior. However, security and technology were found to be strong predictors of 

trust in the website. The results indicate that site builders need to promote trust among 

consumers by making their security and privacy policies transparent. 
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CHAPTER I 

INTRODUCTION 

Online Social Networks 

Social networking sites are “both a basic tool for and a mirror of social interaction, 

personal identity, and network building” (Debatin, Lovejoy, Horn, & Hughes, 2009). As 

websites like Facebook, Myspace and LinkedIn come to mind, other social networks such as 

Twitter, or online gaming networks where people connect to play their favorite video game 

need to be considered as well. In all instances, people utilize the Internet to connect and 

communicate with each other, while giving up a certain degree of privacy to do so. 

Ultimately, the risks associated with the loss of privacy create concerns in people’s minds. 

While these online privacy concerns have been studied in general, the evolving nature of 

social networks over the past decade has increased the need for more specific research. The 

research on online privacy has been very broad, which might be due to the fact that defining 

online privacy has been a difficult task. Much of the existing body of research on online 

privacy has focused on factors that influence the degree of concern, and the ways people 

behave given the level of concern. In their research, Jupiter Media Metrix (2002) came to the 

conclusion that people’s concern for privacy invasion rarely translates into actual behavior. 

Other privacy related research has focused on existing laws and regulations (Milne, Rohm, & 

Bahl, 2004), the use and success of privacy policies (O’Hara & Shadbolt, 2010), and some on 

the influence of the user’s concern depending on the familiarity with new technologies 

(Marcolin, Compeau, Munro, & Huff, 2000). With the increasing popularity of online social 

networks, scholars have been trying to focus on privacy issues specifically related to 

common online social networks. Much of that research has focused on loss of personal  
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information, potential damages to reputations, surveillance, misuse of data by third parties, 

as well as identity theft (Boyd and Ellison, 2008). Some scholars have taken into account the 

influence of the company’s business model (Enders, Hungenberg, Denker & Mauch, 2008) 

while others try to find answers about the user’s behavior based on how and why they use 

social networks (Beyer et al., 2008). However, according to Iachello and Hong (2007), 

research also needs to engage in understanding how privacy attitudes and behaviors evolve 

and reconcile over time. A deeper understanding of motivations and attitudes will enable 

public policy makers, lawmakers and educators to grasp the nuances of how people view 

and act on their privacy concerns. This, in turn, can potentially lead to better rules governing 

privacy protection. It can also give us the tools to educate young consumers on the pitfalls of 

indiscriminate disclosure of private information on social networks.  

 The first part of this master’s thesis introduces a conceptual model of factors 

influencing privacy behavior. In addition to already existing models, this model focuses on a 

new factor, company characteristics, that also need to be taken into consideration as a 

factor that influences consumer privacy behavior on online social networks. Next, 

measurement tools are suggested to test the propositions made about the relationships that 

are indicated in the model. The second part of this master’s thesis is an empirical study 

conducted in Germany, a major player in the European Union (EU) where data privacy laws 

are much stricter than in the US. As most studies of privacy behavior on online social 

networks have focused on US students, this empirical study makes a significant contribution 

in the research of privacy behaviors in different geographical areas.   

This master’s thesis makes several contributions. First, a conceptual model is 

introduced using the existing literature to explain consumer privacy behaviors on social 

networks. For this purpose, online social networks are referred to as any website or 
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software that enable people to communicate and exchange information with each other 

through building strong ties with each other (Boase, Horrigan, Wellman & Rainie, 2006) as 

well as weak ties with people that they are not directly linked to (Granovetter, 1973). Social 

networks users try to create and manage a digital identity by engaging in interactive 

relationships with others. Through profiles, social network users create their digital identity 

by means of self-presentation and self-disclosure (Boyd & Heer, 2006).  

For the purpose of this model, consumer privacy behaviors are the set of actions 

consumers take in order to protect their individual privacy. These include the decision to be 

members of social networks, use of privacy settings, use of false or non-disclosure of true 

information and the extent of controls used to protect individual privacy. While much of the 

existing research focuses on different factors that contribute to online privacy, this thesis 

presents a conceptual model that not only tries to relate these factors together, but also 

incorporates characteristics and policies of the company and the consumer. The model 

attempts to delineate the links between the company and consumer characteristics and how 

these links in turn, influence the use and adoption of privacy protection strategies.  

Several contributions are made in this section. First, the focus is on the extent of use 

and knowledge of privacy controls. Privacy controls can take several forms, and present 

themselves as a feature of the Social Network. Thus, opt-in and opt-out options, software 

based privacy settings, default privacy settings, as well as privacy policies, are all part of 

available privacy controls. Second, the proposed model incorporates company 

characteristics that guide the offer of privacy controls. In doing so, the model recognizes that 

company factors, which are rarely taken into consideration, can offer new insights. Third, 

the model includes consumer awareness and knowledge of privacy controls in addition to 

consumer characteristics. Much of the existing research has attempted to use primarily 
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consumer background and personality characteristics alone to account for the amount of 

information revealed by social network users. The addition of consumer knowledge and 

privacy controls is a significant step forward in the understanding of privacy behavior. These 

advances are consistent with Iachello and Hong’s (2007) call for the need to understand how 

attitudes and behaviors arise. 

The second major contribution of this master’s thesis is to explore the privacy 

behaviors on online social networks in Germany. As much of the existing research examines 

the privacy behaviors of students at U.S. universities and colleges, there is not much 

research about the use of social networks in Germany, as well as the privacy behavior and 

concerns of German online social network users. Germany was chosen because it is a major 

player in the EU. The EU and the US differ significantly in the specification and 

implementation of online privacy policies. In fact, Germany, along with France and the 

United Kingdom, is known for its strict privacy laws (Steinke, 2002). The European Union 

created the Data Protection Directive (European Parliament, 1995), which took effect in 

1998. It sets out the minimum requirements and regulations the member states have to 

follow, while they have the option of creating even stricter laws for their country. It requires 

organizations to inform individuals about the reasons their data is being collected, which 

information is collected, and have to provide an opt-out option (Steinke, 2002). Also, as 

Steinke (2002) indicates, organizations are prohibited from using the collected data for 

reasons other than those for which they were originally collected, which may be the reason 

that database and target marketing is much less common in Germany compared to the US. 

Compared to the EU, there is no single comprehensive privacy law in the US. Instead the US 

relies on sector specific laws and a self-regulation approach which encourages organizations 

to comply with the fair information practices (Federal Trade Commission, 1998) that include 
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notice, choice, access and security (Steinke, 2002).The fair information practices are 

supposed to provide the consumer with information about the data that is being collected 

and how it is used. The major difference between the two approaches is that organizations 

in the US have limited accountability for their actions depending on the sector if they forego 

adherence to fair information practices, while the existence of comprehensive laws in the EU 

offers the potential for more guided actions in case of non-compliance. The EU and the US 

are just examples of how privacy laws can differ in various geographical areas. However, 

agreements, such as the “Data Privacy Safe Harbor” create a link. In the example of the EU 

and US differences, the safe harbor agreement requires US companies engaging in business 

within the EU, companies must certify to the Commerce Department that they will follow 

the regulations of the EU directive (Steinke, 2002). Still, given the major differences in EU, 

and therefore German privacy laws, the focus of this study is to closely examine consumer 

privacy behaviors in this geographical area.  

Consumer privacy behaviors are defined as the set of actions consumers take in 

order to protect their individual privacy. These include the decision to be members of social 

networks, use of privacy settings and the extent of controls used by consumers to protect 

individual privacy. 
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CHAPTER II 

PART 1: CONCEPTUAL MODEL 

Literature Review and Model Development 

The following section presents the proposed model (Figure 1) and a discussion of the 

relevant constructs. The primary objective of the model is to explain consumers’ privacy 

behaviors while using social networking websites.  

Privacy behaviors refer to how consumers control their personal information. 

Privacy behaviors could range from taking an active role in using all the provided privacy 

features to a passive role in using the default settings. It also includes the option of not 

belonging to an online social network because of potential privacy problems. The 

explanatory factors are organization (or company) and consumer characteristics. It is 

proposed that an organization’s strategic characteristics provide the shaping of the privacy 

features offered on the website. In addition to internal drivers of privacy policy, the 

organization is sensitive to its customers’ needs. Hence, it is posited that consumer 

characteristics also shape the type and extent of privacy features offered. First, the 

consumer’s attitude to privacy, level of concern, and awareness of privacy and technology 

will determine the level of protection that the consumer desires; and therefore, requests 

from the social networking website. Second, consumer attributes such as demographics and 

prior experience with privacy invasion will influence the consumer’s attitudes. The 

combination of organization and consumer characteristics work together to determine the 

level of privacy features offered. These features are then made available to the consumer. 

However, the mere presence of privacy features is not a guarantee of usage by consumers. 

The extent of consumer use of the offered privacy features will be determined by consumer 
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characteristics. The following discussion uses the existing literature to elaborate on the 

constructs of company. 

 

 

Chart 1. Influencers of online privacy behaviors 

Consumer Privacy Behavior 

The ultimate goal is to see what affects the privacy behavior of consumers. In terms 

of social networks, a user has three behavioral options: 1) Membership: Users can decide 

whether or not they want to become a member of an Online Social Network; 2) Use of 

Privacy Settings: Users have the option to use available privacy settings; and 3) Self 

Controlled or Selected Privacy: Users can rely on ‘self-controlled privacy’ related to the 

information they provide on their social network profile. 
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Membership. As the first option, users can decide to become part of an online social 

network. However, given the many privacy issues that can arise from signing up, “one may 

prevent privacy issues by abstaining from using online social networks at the expense of 

sociability” (Leenes, 2010). Given the fact that many people want to be part of this great 

new technology that influences so many people every day, they either ignore the privacy 

risks, or come to the personal conclusion that the benefits of being part of the social 

network outweigh the perceived privacy issues. Ultimately, the decision of becoming a 

member of online social networks can be explained through social exchange theory. 

According to Dwyer, Hiltz, and Passerini (2008), “social exchange theory presents a cost 

benefit analysis with respect to social interaction. If the exchange is perceived to be 

beneficial, then the individual is likely to enter into an exchange relationship.” The majority 

of Internet users see tremendous benefits to belonging to a social network. 

Use of privacy settings. With the second option, users utilize “available options for 

managing the precise level of access of particular groups of people to particular sections of 

one’s profile” (Lewis, Kaufman, & Christakis, 2008). The authors suggest that using these 

settings will create “private” (not accessible in full) or even “non-searchable” profiles. While 

users can refuse to utilize this option, once they decide to use it, they move along a 

continuum that creates “private” profiles for low to medium privacy adjustments, or “non-

searchable” profiles if the privacy settings are set to the highest level of security. Therefore, 

profiles move along a continuum in terms of the degree of the chosen privacy level. 

Self-controlled privacy. Finally, users have the option to use self-selected privacy. It 

is possible that many users give false information (Dwyer, Hiltz, & Passerini, 2008). By 

intentionally providing false names, ages, locations and other information to be displayed on 

the profile, users attempt to protect their privacy online. The expectation is that if 
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information is not valid, it cannot be misappropriated or misused. Unfortunately, this is a 

common misconception, as even information that is not true can be misused by a third party 

and therefore create problems for the user. In the end, it often does not matter if 

information is accurate or not. Information always has to be seen in the context of the 

intended use or message. If taken out of context both true and false information can be 

used with harmful intent (Leenes, 2010). 

Company Characteristics 

Company features describe features of the organization that owns the social 

network site. There are several company characteristics that ultimately affect the level of 

data privacy and security for the users of a social network. Very often these factors are not 

taken into consideration when examining consumer behavior. The factors are: 1) the 

business model; 2) ethics as part of the business strategy; 3) security measures; and 4) laws 

and regulations.  

 Business model. First, a company’s business model affects many aspects of the 

relationship with its customers. A business model refers to how the company generates 

revenue. Some revenue generation models are advertising, subscription, and transaction. All 

of these models are influenced by a certain mix of revenue drivers, such as the number of 

users, the user’s willingness to pay, and the consumer’s trust (Enders et al., 2008). An 

advertising business model, for example, has a mix of revenue drivers in which there are a 

large number of users, a low willingness to pay for services and a fairly low amount of trust. 

On the other hand, with a subscription model, the number of users is lower, but the 

willingness to pay and the consumer’s trust increases compared to the advertising model. 

Hence, in order to sustain the consumers’ trust, a site using a subscription model will be 

likely to have more stringent privacy policies and options when compared to a site using an 
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advertising model. A transaction model site is one, which engages in commerce with the 

customer. In this model, as in the subscription model, it is expected that the privacy 

protection will be stringent. 

Looking at the revenue drivers may present insights into the consumer’s behavior, 

especially in terms of trust. Previous research of purchase decisions indicates that if 

consumers do not see the merchant as trustworthy, no purchase decision will be made (Ang 

& Lee, 2000). Scholars like Gross and Aquisti (2005) consider trust in the network’s members 

as a driving factor in the likelihood of information revelation. A social network that relies on 

a business model driven by advertising will have a larger number of users compared to a 

social network with a subscription model (Enders et al., 2008).  Trust is said to be inversely 

proportional to the number of users. Therefore, social networks that implement a business 

model with a smaller number of users have higher privacy features. Krishnamurthy and Wills 

(2008) hypothesized that “users in smaller networks are less concerned in making private 

information available.” With that in mind, the business model chosen by a company can 

have a direct effect on the consumer’s behavior. The following propositions indicate 

relationships between trust, technology and security and the outcome variables of privacy 

behavior; membership, use of privacy control and self- controlled privacy.  

P1a: Membership will be higher for business models that are provided at no or 

little cost. 

P1b:  The use of privacy controls will more likely be higher for business models 

with higher membership numbers. 

P1c:  The use of self-controlled privacy will more likely be higher for business 

models with higher membership numbers. 
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Ethics. Ethics are part of a company’s business model. It has been established that a 

company can gain a competitive advantage through ethical behavior (Culnan & Armstrong, 

1999). Therefore, ethics as part of a company’s business strategy is also one of the factors 

that can influence the availability of privacy features on a social networking site. Companies 

with high ethical standards forgo activities that are seen as dishonest, intimidating, unsafe, 

and unhealthy or which represent conflicts of interests (Sheehan & Hoy, 1999). 

Furthermore, ethical companies adhere to the fair information practices, which are “global 

standards for the ethical use of personal information” (Culnan & Armstrong, 1999). 

Therefore it can be assumed, that the more emphasis a company puts on acting ethically, 

the more privacy options will be made available to the consumer. This, in turn, will positively 

influence the consumer’s intentions in considering doing business with the company (Wirtz, 

Lwin, & Williams, 2007). Caudill and Murphy (2000) emphasize the importance of corporate 

ethical policies and present several aspects that can be part of a well-rounded policy. 

Unfortunately, measuring the adherence to these can be a challenge.  

P2a:  Users will be more likely to be a member of a social network that acts 

ethically. 

P2b:  Companies acting ethically will have no influence on the use of privacy 

controls by users. 

P2c:  Users will be less likely to utilize self-controlled privacy if the social network 

acts ethically. 

Security measures. Security measures taken by the company also play an important 

role in determining the company’s approach to the privacy protection of consumers. 

According to Kesh, Ramanujan and Nerur (2002), security in e-commerce can generally 

be classified as access control, privacy/ confidentiality, authentication, and non-
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repudiation technologies. They further state that companies implement technologies and 

solutions (such as access control and intrusion detection technologies, firewalls, encryption 

schemes and technologies and virus protection) to counter threats and protect data. 

Therefore, a social networking company, which stores huge amounts of data on its servers, 

and enables users to send data through the websites channels, also needs to protect the 

data from other outside intruders who could unlawfully try to gain access to user 

information. Caudill and Murphy (2000) emphasize the importance of corporations taking a 

proactive stance to protect consumer privacy online. Etzioni (1999) regards the use of 

privacy technologies as one of the key issues that need to be utilized by corporations. The 

use of these privacy technologies should be part of a company’s corporate ethical policy, 

because it is the company’s choice to utilize it or not. According to Etzioni (1999), some of 

the technologies that should be utilized are “software that ensures anonymity on the 

Internet, encryption of messages and transactions, and audit trails (which determine who 

accessed a file and thus deter unauthorized queries)”.  

P3a:  Security measures put in place by a company will increase a consumer’s 

likeliness to be a member of the social network. 

P3b:  Security measures put in place by a company will increase a consumer’s use 

of privacy settings. 

P3c:  Security measures put in place by a company will decrease a consumer’s 

tendency to self-control. 

Laws and regulations. Finally, laws and regulations can have an enormous impact on 

data privacy and security. Whether it is strict laws, such as the EU Directive, or a less rigid 

sectional approach taken by the U.S., several entities “provide guidance to SNS *Social 

Networking Site] providers on the measures that need to be in place to ensure compliance 
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with data protection and e-privacy laws” (Massey, 2009). These measures ultimately 

determine the privacy features made available to the user. The strict EU directive creates 

many safeguards for users in Europe. It heavily regulates the use and collection of personal 

data and protects the consumer in many ways. On the other hand, the sector approach 

taken in the U.S. leaves room for much interpretation. With no single comprehensive federal 

law in place, the Federal Trade Commission (FTC) sets guidelines in form of fair information 

practices. These fair information practices include: notice, choice, access and security 

(Steinke, 2002). Generally, ‘notice’ provides the consumer with information about the kind 

of information that is collected, how it is collected, and how it will be used. This is often 

done in the form of privacy policies. ‘Choice’ focuses on the company giving the consumer 

the option of permitting use of personal information for other purposes originally collected. 

This is often presented in form of opt-in or opt-out features. ‘Access’ provides the consumer 

with the chance of viewing, correcting or even deleting the collected information; Security 

seeks to ensure that appropriate measures are taken to protect the collected data. 

Obviously, stricter laws will encourage, if not require a company to offer more specific 

privacy features that have the potential of creating more security for the consumer. 

Businesses should be encouraged to adhere to laws and regulations since it can have 

positive effects on the consumer. As Sheehan and Hoy (1999) point out, users tend to 

experience fewer privacy concerns if the company obtained permission to collect certain 

data and informs the consumer how that information will be used in the future.  

P4a:  Stricter privacy laws and regulations will increase a consumer’s likeliness to 

be a member of the social network. 

P4b:  Stricter privacy laws and regulations will decrease a consumer’s need for the 

use of privacy settings. 
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P4c:  Stricter privacy laws and regulations will decrease a consumer’s tendency to 

self-control. 

P4d:  Consumers in countries where privacy laws are stricter will experience less 

privacy concerns. 

Privacy Features of the Social Network Sites 

Social networking sites provide a variety of privacy features to its users. Obviously, 

these privacy features vary among different social network sites. Unfortunately, the simple 

availability of privacy features does not automatically guarantee higher privacy protection 

for the consumer. Among the consumer behaviors mentioned earlier, user control of privacy 

settings plays an important role in determining the added privacy benefits for the consumer. 

The privacy features made available by a company are a result of the company’s adherence 

to laws and regulations previously discussed. Generally speaking, social online networks 

make one or more of the following privacy features available to its members: 1) Customer 

Privacy Settings; 2) Opt-in; 3) Opt-out; and 4) privacy policies. 

Customer privacy settings. Customer privacy settings are software based privacy 

settings allowing users to restrict access to certain information (Grimmelmann, 2009). While 

the use of these settings is generally moving along a continuum from low to high privacy, a 

first set up profile is usually set on the lowest privacy level, making all entered information 

available to the public. Edwards and Brown (2009) however have suggested “privacy settings 

[to] be set at the most privacy-friendly setting when a profile is first set up.” Contrary to the 

more commonly used option of having low initial privacy settings, the option proposed by 

Edwards and Brown (2009) would create ‘non-searchable’ profiles and would actively 

require users to get familiar with available privacy settings, if they want to extend the usage 

possibilities and features of the social network.  
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Opt-in. Another feature offered by a social online network can be the opt-in option. 

It “refers to a requirement that a consumer give affirmative consent to an information 

practice” (Smith, 2004). It gives consumers more complete control over what data firms are 

allowed to acquire and which advertisers can use their personal information, along with the 

types of marketing communications they ultimately receive (Rapp, Hill, Gaines, & Wilson, 

2009). Unfortunately, this feature is not very commonly provided to users. However, privacy 

advocates suggest that its requirement would highly increase data protection and 

information privacy and, in turn, believe that offering this feature would make consumers 

feel less vulnerable (Gillin, 2001). 

Opt-out. The opposite of opt-in, which is referred to as opt-out is another feature 

that social networks can make available for consumers to use. “It means that permission is 

assumed unless the consumer indicates otherwise” (Smith, 2004). While it is also control-

oriented, it requires awareness of the lists and databases with which consumers are 

associated and overt efforts to seek removal (Rapp et al., 2009). This feature is commonly 

offered, however, not always utilized by consumers. While some don’t know about it, others 

find it too inconvenient to use.  

Privacy policies. Finally, privacy policies can also be seen as privacy features. They 

are disclosure statements explaining how websites process personal data (Van Eecke, 

Truyens, & Grønlie, 2010). Privacy policies are part of fair information practices adapted by 

companies by providing notice to users (Smith, 2004). While privacy statements present an 

option for the company to inform the consumer about their practices, privacy policies have 

failed to succeed in the past. According to Fuchs (2010), privacy statements are sometimes 

difficult to read because of the use of legal language, as well as their lengths. This ultimately 

results in people not reading them fully.  
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P5a:  Privacy features made available to the consumer will increase a consumer’s 

likeliness to be a member of the social network. 

P5b:  Privacy features made available to the consumer will increase a consumer’s 

use of privacy settings. 

P5c:  Privacy features made available to the consumer will decrease a consumer’s 

tendency to self-control. 

Consumer Attitudes and Knowledge 

There are several aspects of the consumer’s attitude and knowledge that can 

influence which privacy features a user requests a social network company to offer. 

Consumer privacy behavior may also be impacted by attitudes and knowledge because they 

will create a need for privacy features to protect against misuse and request the access to 

these privacy tools. Consumer attitude and knowledge relate to: 1) privacy awareness; 2) 

privacy concern; 3) the reasons consumers use a social network site; and 4) trust. 

Privacy awareness. One major aspect that influences consumer behavior as well as 

the need for security features is privacy awareness. Privacy awareness is the knowledge that 

information is being collected and having methods available to restrict its use (Nowak & 

Phelps, 1992). It is obvious that if users are unaware of the fact that information is being 

collected, they will not feel a concern or need to change their behavior and adapt privacy 

settings or even require security features.  

P6a:  Higher privacy awareness will decrease a consumer’s likeliness to be a 

member of the social network. 

P6b:  Higher privacy awareness will increase a consumer’s use of privacy settings. 

P6c:  Higher privacy awareness will increase a consumer’s tendency to self-

control. 
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Privacy concern. Privacy concern is related to “difficulty in controlling the collection, 

storage and the use of personal information” (Steinke, 2002). With respect to Social 

Networking Sites (SNS), privacy concerns also deal with the accessibility of ‘unprotected’ 

information that becomes part of the public domain (Peltier, Milne & Phelps, 2009). Thus, 

privacy concern is the fear of misuse of personal information by third parties and being 

harmed as a result of this misuse. 

P7a:  Higher privacy concern will decrease a consumer’s likeliness to be a member 

of the social network. 

P7b:  Higher privacy concern will increase a consumer’s use of privacy settings. 

P7c:  Higher privacy concern will increase a consumer’s tendency to self-control. 

Reasons for use of the social network. Finally, the reasons for use of social 

networks sites also affect the consumer’s behavior. Online social networks are generally 

used for at least one of the following reason: 1)”Identity Management”, which includes the 

option of being found and enabling others to generate information; and 2) “keeping in 

touch”, which relates to contact management and the option for direct communication 

(Richter & Koch, 2008). Identity Management, which is “the representation of the own 

person”, often appears in the form of information provided on a profile (Richter & Koch, 

2008), and is used to influence how other people think of you. Identity Management is also 

referred to as “Impression Management” (Grimmelmann, 2009). Consumers using an online 

social network mainly for impression management may have a tendency to be less cautious 

with the provided information if their main concern is the presentation of the own self and 

the way they are being perceived by others. In this matter, scholars sometimes talk about a 

privacy paradox which refers to people willingly providing information even though they are 

experiencing concern about their privacy (Utz & Krämer, 2009). Forming a certain impression 
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of oneself becomes more important than the associated risk. Reasons behind the use of 

social networks can influence this phenomenon, but ultimately, the use of privacy features 

moves along a continuum that is based on all aspects related to consumer’s attitudes and 

knowledge. 

P8a:  The higher the importance of impression management the higher the 

likeliness to be a member of the social network. 

P8b:  The higher the importance of impression management the higher the 

likeliness to NOT utilize privacy settings. 

P8c:  The importance of impression management has no effect on self- controlled 

privacy. 

 Trust. Schoorman, Mayer and Davis (1995) define trust as “the willingness of a 

party to be vulnerable to the actions of another party based on the expectations that the 

other party will perform a particular action important to the trustor, irrespective of the 

ability to monitor or control that other party.” Previous research has found trust to influence 

information disclosure (Metzger, 2004). Research suggests that the level of trust in social 

networks is in part influenced by the strength of ties. For example, Ferlander (2007) relates 

strong ties, which are characterized by intimate and frequent relationships (i.e. with family 

or friends), to higher levels of trust. This also suggests that people who maintain a lot of 

strong ties within a social network have higher levels of trust. 

P9a:  Higher levels of trust will increase a consumer’s likeliness to be a member of 

a social network.  

P9b:  Higher levels of trust will decrease the consumer’s use of privacy settings. 

P9c:  Higher levels of trust will decrease the use of self-controlled privacy. 
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Consumer Attributes 

Consumer attributes play an important role in determining how consumers use 

privacy protection features. There are several factors that make up the consumer’s 

attributes: 1) personality; 2) demographics; 3) peer influence; 4) self-reported technological 

competence; and 5) prior experience. Ultimately, consumer attributes are essential in this 

framework because they can have a direct influence on consumer behavior.  

Personality. Personality has a lot of influence on all aspects of life. According to 

Korukonda (2005) the “big five” model is often used to determine personality, because they 

are broad enough to contribute to a person’s behavior. Korukonda (2005) also states that 

the model “proposes five basic personality dimensions to account for most of the significant 

variation in human personality: (a) extraversion (b) agreeableness (c) conscientiousness (d) 

emotional stability, and (e) openness to experience.” Different behaviors are expected of 

people that have a different mix of these personality dimensions. Focusing on each one of 

them should provide insights into the privacy behavior of users of social networks. In 

Korukonda’s (2005) study, which focuses on technophobia, extroversion, emotional stability 

and openness to experience are considered to have the most influence. As privacy issues 

regarding online social networks are dealing with technological advancements it can be 

expected that some of these factors will influence consumer behavior in similar ways. 

Extroversion refers to the comfort level a person experiences in terms of inter-personal 

relationships (Korukonda, 2005), which are a vital part to the idea of a social network. 

Therefore, it can be expected that higher extroversion scores have a positive effect on a 

person’s willingness to share information and possibly be part of a social network. However, 

existing research is contradicting. According to Sheeks & Birchmeier (2007), for example, it is 
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shyness or introversion, rather than extraversion that causes people to have a preference 

for computer-mediated communication.  

 Since extroversion and emotional stability have shown the greatest effects on 

consumer behavior in the past, they will be used in this model and are therefore discussed in 

more detail in the following sections.  

 Extroversion. Extroversion refers to the comfort level a person experiences in terms 

of inter-personal relationships (Korukonda, 2005), which are a vital part to the idea of a 

social network. Therefore, it can be expected that higher extroversion scores have a positive 

effect on a person’s willingness to share information and possibly be part of a social 

network.  

P10a:  Lower extroversion scores will increase the likeliness of the consumer to be 

a member of a social network. 

P10b:  Higher extroversion scores will decrease the likeliness of the consumer to 

utilize privacy settings. 

P10c:  Extroversion is expected to have no effect on self-controlled privacy. 

Emotional stability. Emotional stability deals with a person’s ability to deal with 

stress and cope with anxiety and insecurities (Korukonda, 2005).  In many cases, privacy 

concerns, as well as forms of anxiety caused by peers, or lack of knowledge can take a toll on 

a person and influence their behavior and cause people to safeguard more information to 

maintain a higher level of privacy.  

P11a:  Higher emotional stability will increase the likeliness of the consumer to be a 

member of a social network. 

P11b:  Lower emotional stability will increase the likeliness of the consumer to 

utilize privacy settings. 

P11c:  Lower emotional stability will increase the use of self-controlled privacy. 
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Demographics. Demographics are population characteristics used to identify consumer 

groups and target markets. Typically, demographic segmentation variables include gender, 

age, education, income, race, and/or ethnicity (Clow & Baack, 2005). Considerable research 

has focused on how privacy behaviors differ by gender, age and education (Lewis, Kaufman 

& Christakis, 2008; Nowak & Phelps, 1992.)  For example, previous studies found that 

women are more likely to set their profiles to private, therefore showing more privacy 

conscious behavior (Lewis, Kaufman & Christakis, 2008; Sheehan, 1999).  

Peer influence. Moving beyond a person’s demographics, peer influence, also plays 

a vital role in consumer’s behavior and attitude. Sometimes referred to as network effects, 

Lewis, Kaufman and Christakis (2008) state that our direct peers tend to be the strongest 

source of social influence, and that behaviors, norms and preferences are therefore partially 

formed by them. Their study reveals that users are more likely to use privacy settings, if their 

peers do so as well. The same may also be related to social network membership. It can be 

expected that a person is more likely to be a member of a social network if their peers also 

are part of the network. Also, as previously mentioned, the strength of existing ties – weak 

or strong – can influence a consumer’s privacy behavior (Ferlander, 2007). 

P12a:  A consumer’s likeliness to be a member of a social network increases if 

peers are members of a social network. 

P12b:  A consumer’s likeliness to utilize privacy settings increase if peers utilize 

privacy settings. 

P12c:  A consumer’s likeliness to use self-controlled privacy increase, if peers use 

self-controlled privacy. 

Technological competence. Since online social networks are part of new 

technologies that have evolved over recent years, a user’s self-reported technological 
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competence also needs to be considered. Technological competence can be defined as “the 

user’s potential to apply technology to its fullest possible extent so as to maximize the user’s 

performance” (Marcolin et al., 2000), meaning that it is evaluating the “fit” between 

personal skills and the task to be completed. Technological competence enables the user to 

adapt security levels to personal preference. Existing privacy features and options are 

useless to consumers if they are too complicated or consumers are not competent enough 

to use them. At the same time, a user may still take actions to safeguard their privacy by 

utilizing non-software-based security features. 

P13a:  Low levels of technological competence will decrease the likeliness of the 

consumer to be a member of a social network. 

P13b:  Low levels of technological competence will decrease the use of privacy 

settings. 

P13c:  Low levels of technological competence will increase self-controlled privacy. 

Prior experience. An individuals’ prior online experience is important for the 

formation and maintenance of online trust (Yoon, 2002). Consequently, personal 

experiences or hearing about others’ experiences (Debatin et al., 2009), will determine the 

relationship between the user and the company, as well as the level of involvement and 

trust (Culnan & Armstrong, 1999). Therefore, prior experiences heavily shape consumer 

behavior, as well as the consumer’s attitude to privacy. 

P14a:  Negative prior experiences will decrease the likeliness of the consumer to be 

a member of a social network. 

P14b:  Negative prior experiences will increase the use of privacy settings. 

P14c:  Negative prior experiences will increase self-controlled privacy. 
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Suggested Measurement Tools 

The scales indicated in the table (Table 1) below are suggestions of usable 

measurement tools that could be used in testing the suggested relationships of this model as 

they have proven themselves as reliable measures in previous studies. However, many of 

them will need to be adapted to the context of online social networks.  

 Furthermore, some of the suggested factors could be examined by asking simple 

questions. For example, in evaluating the business model one could either ask the question: 

“Which revenue model does your company rely on?”, or in some instances the question 

could also be answered by looking at the website’s setup as well as stated terms and 

conditions. Next, the existence of security measures could be evaluated with a simple “yes” 

or “no” question – either the company has security measures in place to protect the vast 

amounts of the consumers’ data, or it does not. As privacy laws can vary and move along a 

continuum from high to low, a question like “How strict are the privacy laws and regulations 

in your country” should be answered with a Likert-Scale ranging from 1= no privacy laws in 

place to 5 = very strict laws. Next, content analysis could reveal the existing privacy features 

put in place by the company. Also, the functions that a social network is used for can be 

determined by asking users to indicate the order of importance of the functions for their 

personal use of social networks. Last, a consumer’s previous negative experience can be 

answered with a “yes” or “no” question. 
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Table 1 

Suggested Measurement Tools  

Proposition Framework Scale Author Year 

1 Revenue Model 
0 = Advertising, 1 = Subscription,                         
2 = Transaction 

(Content 
Analysis) 

  

2 Ethics Ethics: Corporate ethics scale  
Hunt, Wood, 

Chonko 
1989 

3 
Security 

Measures 

0 = company does utilize privacy 
technology, 1 = company does NOT utilize 
privacy technology 

New Measure   

4 
Laws and 

Regulations 
Likert Scale ranging from 1 = very strict 
privacy laws to 5 = no privacy laws 

New Measure   

5 Privacy Features 
0 = privacy policies, 1 = opt-in,  
2 = opt-out, 3 = software based 

Content Analysis   

6 
Privacy 

Awareness 
Awareness to privacy Dinev & Hart 2005 

7 Privacy Concern 
Internet Users' Information Privacy 
Concern (IUIPC) 

Malhotra et al. 2004 

8 Functions 
0 = direct communication, 1 = indirect 
communication, 2 = portrait oneself, 
3 = surveillance 

New Measure   

9 Trust Consumer Trust Fogel & Nehmad  2009 

10 & 11 Personality NEO Personality Inventory (NEO PI-R) Costa & McCrae 1992 

12 Peer Influence 
Attention to Social Comparison 
Information (ATSCI) 

Lennox & Wolfe 1984 

13 
Technological 
Competence 

Technology readiness index TRI Parasuraman 2000 

14 
Previous 

Experience 
0 = never had a bad experience, 
1 = have had a bad experience 

New Measure   

 

Discussion and Directions for Future Research 

 This is a proposal of a comprehensive framework that would explain consumers’ 

online privacy behaviors. The framework was discussed in the context of online social 

networking websites. While online privacy is a concern on any website, it is heightened on 

social networking sites because of the nature of information that is disclosed. Unlike an e-

tail site, social network sites are specifically constructed to share personal information. The 

significant contribution of this framework is to use organizational as well as consumer 

characteristics and explore how they shape the online privacy behaviors of the customer. 

The next step is to empirically test the various model components.
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CHAPTER III 

PART 2: EMPIRICAL STUDY 

Literature Review 

 Privacy behavior related research has focused primarily on the privacy behavior of 

users, mostly students, of social networks in the USA. For example, Lewis, Kaufman and 

Christakis (2008) found several predictors of privacy setting use such as ‘network effects’ 

and usage. Network effects refers to peer influence since the strongest source of social 

influence tend to be our direct peers, behaviors, norms and preferences are influenced by 

them (Lewis, Kaufman & Christakis, 2008). Thus, the study shows that the more likely one’s 

peers are to utilize privacy settings, the more likely a person is to have similar privacy 

standards as well. Also, Lewis, Kaufman and Christakis (2008) suggest that the more time a 

person spends on an online social network the more likely the person is to have some sort of 

privacy settings.  Another study conducted by Levin and Sanchez Abril (2009) reveals that 

people also use the option of self-controlled privacy through providing fake information. 

Also, 72% of respondents indicated that they have adjusted their privacy settings to restrict 

certain groups from accessing their profiles (Levin & Sanchez Abril, 2009). 

 However, these kinds of research rarely exist for social network users in Germany. 

Utz and Krämer (2009) examined the different privacy behaviors of users of the Dutch social 

network Hyves, and StudiVZ a German based social network. They found that the majority of 

the users of the Dutch social network had changed their privacy settings and restricted at 

least some of their information to the public. More sensitive information, such as cell phone 

numbers, were only made available to ‘friends’. Utz and Krämer’s (2009) framework 

measured dispositional trust, narcissism, privacy concern and impression management. 
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Impression management, which is also known as Identity Management is “the 

representation of the own person”, which often appears in form of information provided on 

a profile (Richter & Koch, 2008), and is used to influence how other people think of you. 

Scholars like Grimmelmann (2009), Krämer and Winter (2008), as well as Utz and Krämer 

(2009) among others, have been trying to solve the privacy paradox between existing 

privacy concerns in users that contradict with their actual behaviors. In their study, Utz and 

Krämer (2009) conclude that privacy concern caused users to have more restrictive settings, 

while narcissism and impression management did not offer consistent results. Trust seemed 

to not have any influence on the restrictiveness at all. 

 Khveshchanka and Suter (2010) found that users join a social network primarily to 

keep in touch with friends, reunite with former classmates, find new friends and to present 

pictures of oneself (Khveshchanka & Suter, 2010). They also showed that almost all users 

have some sort of restrictions on the visibility of their information and that German users 

mostly show their date of birth, interests, followed by pictures and their education, while 

contact information is published the least.  

 While the user’s privacy behavior is rarely studied in Germany, surveillance has been 

investigated in more detail. Fuchs (2010) studied the ways that corporations use surveillance 

of social network users, especially in profit generation. Even though surveillance is a 

commonly used tool, it is often seen as an invasion of privacy by social network users (Fuchs, 

2009).  

Research Objectives 

 With all the different models and frameworks that exist for the way consumer’s 

privacy behavior is affected, this study aims at providing more insights into the privacy 

behavior of German social network users. The main research objectives are: 
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 To examine which social networks are used and preferred by German users. 

 To assess some basic privacy behaviors of German users.  

 To assess factors that influence the observed privacy behaviors. 

Methodology 

Data Collection 

 The data for this study were collected through an online survey, which was provided 

to German residents. A snowball approach was used. Participants who were originally 

invited to the study through email and announcements on various social networks were also 

encouraged to recruit their peers to participate in the survey. An existing survey was used 

after being adapted to be better suited for this research. The survey was hosted on 

psychdata.com and included questions about demographics, several aspects associated with 

the use of social networks, trust and security perceptions of online social networks, 

experience with technology, as well as the user’s privacy concern and behavior. This 

generated 212 participants, of which 170 completed the survey, yielding a response rate of 

80%.  

Measurement Tools  

 In analyzing factors that influence the privacy behavior of consumers, four main 

measures were identified and adapted to better suit the research purpose of this study. Each 

of these is described in more detail in the following sections. All scales used presented 

answer options along a 5-point-Likert-scale. Experience with technology, perception of 

awareness and trust as well as perception of security items were measured on a scale 

ranging from 1= strongly disagree to 5 = strongly agree. Privacy behavior was measured in 

terms of experience with privacy issues with items measured on a Likert-style scale ranging 

from 1 = never to 5 = very often. An overview of the scale reliabilities and other relevant 
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statistics are shown in Table 2 below. Conbach’s alpha is “a measure of internal consistency, 

that is, how closely related a set of items are as a group“ (UCLA Academic Technology 

Services, (n.d.), meaning that the items are indeed measuring a certain construct 

consistently. 

Table 2 
 
Scale Reliabilities, Mean and Standard Deviation for Factors Used in this Study 
 

Scale 
Cronbach's 

Alpha 
Mean  

Standard 
Deviation 

Experience with Technology      

  Website Technology Requirements 0.68 6.99 1.77 

  User's Technological Competence 0.86 5.32 2.37 

          

Perception of Security      

  Website Security   0.67 13.30 2.89 

  Secure Data Transmission 0.87 14.42 3.34 

          

Privacy Behavior       

  Preventive Actions   0.90 5.33 1.97 

  Privacy Concern   0.71 5.71 1.88 

          

Trust in Website       

  Ethical standards   0.91 21.34 5.18 

  Consumer's Needs   0.77 13.27 3.16 

  Website's Capabilities 0.76 6.34 1.91 

 
Experience with technology. Parasuraman’s (2000)  “Technology Readiness Index“ 

as well as Morris and Venkatesh’s (2000) scale were adapted to measure the users 

experience with technology. In validating the scale data analysis results calculated 

Cronbach’s alpha to be 0.57, indicating a low reliability. Thus, the latent structure was then 

tested using factor analysis and two main factors emerged after varimax rotation 



29 

(Eigenvalue: 1.86 and 1.73 (Table 3)), accounting for almost 72% of the overall variance. 

Factor loadings are shown in Table 4. None of the 5 scale items were dropped. Three of 

these items focused on the respondents’ confidence in that the website suits their needs 

and requirements. For this factor, Cronbach’s alpha was 0.68. The other two items were 

designed to evaluate the respondents’ belief that an increase in their technological 

competence could protect them from negative consequences of using online social 

networks. The Cronbach’s alpha for this second factor was 0.86, indicating a very high 

reliability. 

Table 3 

Factor Analysis of Experience with Technology Scale Items: Total Variance Explained 

Component Eigenvalues Cumulative	%

1 1.86 37.12

2 1.73 71.77
 

Table 4 

Factor Analysis of Experience with Technology Scale Items: Rotated Component Matrix 

Item 
Component 

1 2 

I am technically comfortable using my favorite social 
networking website. 

0.772 0.068 

I think my favorite social networking website has the newest 
technologies and is much more convenient to use. 

0.814 0.042 

I feel confident that my favorite social networking website will 
follow through with what I instruct it to do. 

0.752 
-

0.075 

If I know more about technology I can protect myself better 
from negative consequences that the networking website 
might have. 

0.031 0.936 

If I know more about technology used by my favorite social 
networking website, I can make better use of it. 

-
0.006 

0.936 

 

Perception of awareness and trust. Next, a measurement scales designed by Fox, 

Rainie, Horrigan, Lenhart, Spooner, and Carter (2000) and Raman and Pashupati (2008) were 
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adapted to measure the perception of awareness and trust.  Even though the scale indicated 

a high reliability with a Cronbach’s alpha of 0.87, factor analysis revealed three major 

components after varimax rotation (Eigenvalues: 6.03, 2.01 and 1.54 (Table 5)), accounting 

for 56% of the overall variance. Four of the initial 17 scale items were dropped according to 

the factor loadings shown in Table 6. Six items were used to evaluate the respondents’ trust 

in the website’s ethical standards. Cronbach’s alpha for this sample was 0.91. Four items 

were utilized to rate the consumer’s perception of their trust in the website’s commitment 

to fulfill consumer’s needs (Cronbach’s alpha was 0.77), and three items were designed to 

measure the perception of the website’s capabilities. Cronbach’s alpha for this last factor 

was 0.76.  

Table 5 

Factor Analysis of Perception of Awareness and Trust Scale Items: Total Variance Explained 

Component Eigenvalues Cumulative	%

1 6.03 35.44
2 2.01 47.26
3 1.54 56.32
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Table 6 

Factor Analysis of Perception of Awareness and Trust Scale Items: Rotated Component 

Matrix 

Item 
Component 

1 2 3 

I am aware that my personal information can be viewed by 
anyone on my favorite social networking website. 

0.04 -0.04 0.05 

I think that this social networking website usually fulfills the 
commitments it assumes.  

0.71 -0.02 0.24 

I think that the information offered by this social 
networking website is sincere and honest.  

0.85 0.06 0.12 

I think I can have confidence in the promises that this social 
networking website makes. 

0.85 0.13 0.17 

This social networking website does not make false 
statements. 

0.73 0.18 0.15 

I trust my favorite social networking website. 0.81 0.14 0.13 

This social networking website is characterized by the 
frankness and clarity of the services it offers to me. 

0.75 0.21 -0.07 

I think that the advice and recommendations given on this 
social networking website are made in search of mutual 
benefit. 

0.59 0.33 -0.03 

I think that this social networking website is concerned with 
my present and future interests.  

0.31 0.66 0.09 

I think that this social networking website takes into 
account the repercussions that their actions could have on 
me. 

0.41 0.62 0.12 

I think that this social networking website would not do 
anything intentional that would prejudice me. 

0.52 0.48 0.04 

I think that the design and commercial offer of this social 
networking website takes into account my desires and 
needs. 

0.12 0.75 0.13 

I think that this social networking website is receptive to my 
needs. 

0.10 0.76 0.15 

I think that this social networking website has the necessary 
abilities to carry out its work.  

0.17 0.20 0.78 

I think that this social networking website has sufficient 
experience in the marketing of services that it offers. 

0.13 0.13 0.78 

I think that this social networking website has the necessary 
resources to successfully carry out its activities. 

0.10 0.11 0.81 

I think this social networking website knows me well 
enough to offer me services adapted to my needs.  

-0.04 0.44 0.28 
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Perception of security. Consumer’s perception of security was measured through 

item scales adapted from Rifon, LaRose, and Choi (2005) as well as Raman and Pashupati 

(2005). Again, Cronbach’s alpha of 0.83, indicated high overall reliability. Yet, factor analysis 

revealed two major factors after varimax rotation (Eigenvalues: 3.93 and 1.15 (Table 7)), 

accounting for 56% of the overall variance. No items were dropped (Table 8). Five of the 

scales nine items were used to evaluate the consumer’s perception of the website’s security 

while four items were utilized to rate the user’s confidence in that data is securely 

transmitted to the website. Cronbach’s alpha for the two scales was 0.67 and 0.87, 

respectively.  

Table 7 

Factor Analysis of Perception of Security Scale Items: Total Variance Explained 

Component Eigenvalues Cumulative	%

1 3.93 43.69

2 1.15 56.41
 

Table 8 

Factor Analysis of Perception of Security Scale Items: Rotated Component Matrix 

Item 
Component 

1 2 

I think that this social networking website is secure enough for me. 
0.37 0.52 

I am aware of the security policies that my favorite social 
networking website offers. 

0.03 0.75 

I think this social networking website has mechanisms to ensure 
the safe transmission of my information. 

0.35 0.64 

I think this social networking website shows great concern for the 
security of my transactions.  

0.24 0.57 

I think this social networking website is secure and can NOT be 
hacked by others. 

0.80 0.15 

I am sure that this social networking website is a genuine website.  0.11 0.59 

When I send data to this social networking website, I am sure that 
they will not be intercepted by unauthorized third parties. 

0.84 0.19 

When I send data to this social networking website, I am sure that 
this social networking website has sufficient technical capacity to 
ensure that the data I send can NOT be modified by a third party. 

0.77 0.33 

I think this social networking website has sufficient technical 
capacity to ensure that the data I send will not be intercepted by 
hackers. 

0.83 0.20 
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Privacy behavior. Finally, privacy behavior, which is the dependent variable in this 

study, was measured by adapting a scale by Buchanan, Paine, Johnson and Reips (2007). The 

6-item scale showed a Cronbach’s alpha of 0.61 for this sample. Again, factor analysis 

revealed two major factors after varimax rotation (Eigenvalues: 2.31 and 1.42 (Table 8)), 

accounting for 62% of the overall variance. Two scale items were dropped according to the 

factor loadings shown in Table 9. Two of the items are concerned with the likelihood that 

the consumer will engage in preventive actions to ensure their privacy (Cronbach’s alpha 

was 0.90), and another two items evaluated the degree of privacy concern experienced by 

the user (Cronbach’s alpha was 0.71).  

Table 9 

Factor Analysis of Perception of Privacy Behavior Scale Items: Total Variance Explained 

Component Eigenvalues Cumulative	%

1 2.31 38.53

2 1.42 62.23
 

Table 10 

Factor Analysis of Perception of Privacy Behavior Scale Items: Rotated Component Matrix 

Item 
Component 

1 2 

I looked for privacy certification on this website before I 
registered my information.  

0.92 -0.01 

I read the website's privacy policy before I registered my 
information.  

0.91 -0.09 

I registered for this website because it has a privacy policy.  0.66 0.17 

I provide accurate/ correct information on my profile. 0.09 -0.24 

I worry about my personal information being misused. 0.12 0.85 

I worry about identity theft. 0.24 0.85 
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Results 

Demographics 

 In terms of demographics, gender, age and self-perceived computer skills were 

analyzed. 

 Gender. After eliminating incomplete data the survey’s sample size was 170. Of 

these respondents, 77 (45.3%) were male, and 93 (54.7%) were female.  

 

Chart 2. Respondents by gender 

Age. While the respondents’ age was distributed over all ranges, the majority 

(46.5%) of respondents indicated that they are between the ages of 25 – 34 years.  

 

Chart 3. Respondents’ age distribution 

Self-perceived computer skills. The majority (55.9 %) of the sample rated their 

computer skills to be above average, while only 2.4 % rated their skills as ‘poor’.    
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Chart 4. Respondents self-reported computer skills 

Online Social Networks 

 The use of online social network by the German respondents was further analyzed in 

terms of membership, used online social networks, preferred online social networks and the 

reasons for use. 

Membership. Out of the 170 complete responses, 132 (77.6 %) participants 

indicated that they are a member of at least one online social network and were therefore 

considered for the data analysis. 

 

Chart 5. Online social network membership 

Used online social networks. Data analysis shows that some of the respondents are 

members of more than one online social network. In fact, 78 % of participants use more 

than one online social network to connect with peers. Facebook is used by almost all 
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respondents (90.2 %), while a little less than half (41.7 %) of the participants use StudiVZ, 

and one third (33.3 %) of the German respondents use Xing. Blogs, like Twitter, have a low 

rate (8.3 %) of German users according to this sample. 

 

Chart 6. Social networks used by participants  

Preferred online social network. Given that Facebook is used by a large majority of 

social network users, it is not surprising that Facebook also is the preferred social network 

among the participants (81.1 %), followed by StudiVZ (5.3 %) and Xing (4.5 %).  

 

Chart 7. Respondents’ preferred online social networks 

 Reasons for the use of social network.  Almost all (90.2 %) of respondents use the 

social network to stay in touch with their friends. A little less than half (43.2 %) use it to 

comment on others. Over one third (37.1 %) of users try to reunite with others. Keeping in 
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touch with family (32.6 %) and/ or business partners and co-workers (28.0 %) are also 

among the main reasons for use. Close to a quarter (24.2 %) also want to share some form 

of media with others.  

 
Chart 8. Main reasons to use a social network 

Privacy Behavior 

 In terms of privacy behavior, the visibility of information was analyzed in terms of 

the restrictions users have in place that make information available to certain people or 

groups. Also, the general privacy concern was evaluated. Last, the significant findings are 

shown.  

 Visibility of information. The following sections provide the results of the 

information that is provided to certain groups or people, as well as the general concern 

users have regarding the visibility of their personal information. 

Information provided. Survey participants restrict their profile access depending on 

their perception of sensitivity of the information provided. The data show that most 

participants grant access to all users of the social network when it comes to one’s name 

(69.7 %) and gender (68.2%). However, all other information is mostly made available to 



38 

immediate friends. Participants are most hesitant about providing information about their 

sexual orientation as well as their phone number.  

Concern. On average, participants are least concerned about others accessing their 

gender, name and relationship status. Most are concerned about pictures and phone 

numbers. A 5 point scale was used with 1 = not concerned and 5 = very concerned. Higher 

averages indicate greater concern.  

Table 11 

Respondents Concern about Specific Information 

Concern about… Mean 
Standard 
Deviation 

Name 1.98 1.12 

Gender 1.54 0.98 

Email 3.14 1.20 

Relationship Status 1.99 1.23 

Network 2.39 1.18 

Birthday 2.38 1.28 

Pictures 3.47 1.25 

Sexual Orientation 2.45 1.51 

Phone Number 3.78 1.50 

 

Significant Findings 

 In order to test the research objectives, linear regression models with privacy 

behavior as dependent variable and experience with trust, security and technology as 

independent variables were estimated. None of the models were significant.  

 Closer examination of the correlation between the study variables indicated that 

trust was a significant outcome variable. To test this, linear models were formed with trust 

as dependent variable and experience with technology as well as security, and privacy 

behavior as independent variables. The results are shown in Table 12. 
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Table 12: 

Results: Linear Models with Trust as Dependent Variable 

Dependent Variable Independent Variable 
Standardized 
coefficient (β) 

p-
value 

Adjusted 
R

2
 

Ethical Standards 

Website Technology Requirements 0.278 0.000 

0.448 

User's Technological Competence 0.126 0.065 
   
Website Security 0.264 0.002 

Secure Data Transmission 0.225 0.006 
   
Preventive Actions 0.142 n.s. 

Privacy Concern 0.203 n.s. 

Consumer's Needs 

Website Technology Requirements 0.230 0.010 

0.258 

User's Technological Competence 0.088 n.s. 

   
Website Security 0.221 0.024 

Secure Data Transmission 0.187 0.049 

   

Preventive Actions 0.153 0.053 

Privacy Concern -0.112 n.s. 

Website's Capabilities 

Website Technology Requirements 0.283 0.004 

0.115 

User's Technological Competence -0.033 n.s. 

   

Website Security 0.186 0.080 

Secure Data Transmission -0.033 n.s. 

   
Preventive Actions -0.024 n.s. 

Privacy Concern 0.026 n.s. 

n.s. = not significant         

Recommendations 

 The results of this study lead to an important conclusion. As one of the objectives of 

this research was to find out how privacy behavior on online social networks is influenced by 

various factors, the study results indicate that there is no apparent relationship between 

privacy behavior and the supposedly influencing factors trust, security and technology. 

Instead, this study shows that security, technology and privacy have an effect on the 

perception of trust. This unexpected study outcome of the German social network users 

makes it obvious that future research should focus on finding better ways of measuring 

privacy behavior as existing methods seem to not adequately reflect the ways privacy 
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behavior is influenced.  The results also show that trust in the website is strongly influenced 

by users’ perceptions of security and technology. Hence, it is important for websites to 

engage in overt communication with their users regarding the security and technological 

measures they have implemented.  

 Another interesting aspect of influencing consumers’ perception of security and 

technology could be the importance, or benefits of privacy certifications. With privacy 

policies being lengthy and often complicated, having earned certain privacy certifications 

could be of mayor benefits for companies. Having a known privacy certification symbol 

placed on the website has potential to gain a consumer’s immediate trust. Thus, companies 

and regulatory agencies alike should work on establishing privacy guidelines and evaluating 

the compliance by companies.  

 One recommendation for future research is to broaden the demographics to include 

more age groups.  With the majority (46.5%) of respondents of this study falling into the 25 

– 34 year category, there is an uneven distribution that restricts comparison based on age. 

Different age groups are said to have different characteristics. Especially, the so-called Gen X 

population has been found to be more comfortable with technology, but at the same time 

they generally show a much more cynical attitude (Sirias, Karp, & Brotherton, 2007). This 

could potentially present an interesting mix especially related to online social networks: a 

cynical person may very well be seen as having a less trusting attitude which in turn could be 

mediated by the higher level of comfort with technology.  

 Another suggestion for future research is to examine people’s perception of the 

combined threats that consumers are facing by assessing online social networks through 

their mobile devices. In days of constant technological advancements, consumers now face 

privacy threats from the online social network itself, but also the potential privacy threats 
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that originate from the use of mobile devices and mobile apps. Confident Technologies 

(2011) recently conducted a survey that examined consumers’ security practices regarding 

their mobile devices. According to the study the majority of users does not safeguard the 

access to their device through a password or pin (Confident Technologies, 2011). The fact 

that over 77% of respondents also stated to have and use apps on their mobile device to 

access social networking sites (Confident Technologies, 2011), is a major indicator of the 

importance of examining user concern and perception of the combined threats.  

 Last, as new networks are emerging it would be interesting to analyze user’s 

perception of these networks. One of the newest online social networks is called BranchOut. 

According to their website, BranchOut is “the largest professional network on Facebook” 

(BranchOut, 2011). Thus, it will stand in direct competition with the professional network 

LinkedIn. As people have certain perceptions of Facebook as a social network – regardless of 

that perception being positive or negative – it would be interesting to analyze if that 

perception directly transfers over to BranchOut, since it is considered a part of Facebook, or 

if the perception differs.  
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